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DRAFTED BY INR/OIL: M J CRONIN 
APPROVED BY INR/OIL: W C JONES III 
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DESIRED DISTRIBUTION 
STATE, CIA, FBI, INS, NS A 
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TO ALL DIPLOMATIC AND CONSULAR POSTS 


LIMITED OFFICIAL USE STATE 302635 

INFORM CONSULS 

E.O. 11652: N/A 

TAGS: PINR, CVIS 

SUBJECT: CLASSIFICATION CHANGE AND ADDITION OF INTELLIGENCE 
CONTROL MARKINGS 

REF: STATE 297546 DECEMBER 7, 1976 

1 . REFTEL CONTAINS SUBSTANCE OF CONTROLLED INTELLIGENCE 
REPORT. IT DID NOT CARRY THE APPROPRIATE CLASSIFICATION 
AND CONTROL MARKINGS. 

2. ADDRESSEES AND WASHINGTON RECIPIENTS REQUESTED TO 
CHANGE THE CLASSIFICATION FROM CONFIDENTIAL TO SECRET AND 
THE E.O. LINE FROM GDS TO XGDS-2. ALSO ADD THE FOLLOWING 
CONTROL MARKINGS: A. WARNING NOTICE - SENSITIVE INTELLI- 
GENCE SOURCES AND METHODS INVOLVED; B. NOT RELEASABLE TO 
FOREIGN NATIONALS; C. NOT RELEASABLE TO CONTRACTORS OR 
CONTRACTOR/CONSULTANTS. KISSINGER 

LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 

PAGE 02 STATE 302635 

ALL STATE DISTRIBUTION ADDRESSEES: RECALL AND DESTROY ALL COPIES. 
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OC/T WILL REISSUE WITH CORRECT CLASSIFICATION AND CONTROL MARKINGS. 

LIMITED OFFICIAL USE 
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Message Attributes 


Automatic Decaptioning: X 

Capture Date: 01 JAN 1994 

Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 14 DEC 1976 

Decaption Date: 01 JAN 1960 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Authority: morefirh 
Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 28 MAY 2004 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1976STATE302635 

Document Source: CORE 

Document Unique ID: 00 

Drafter: M J CRONIN 

Enclosure: n/a 

Executive Order: N/A 

Errors: N/A 

Film Number: D760460-0071 
From: STATE 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1976/newtext/t1 9761 244/aaaablvq. tel 

Line Count: 61 

Locator: TEXT ON-LINE, ON MICROFILM 
Office: ORIGIN INR 

Original Classification: LIMITED OFFICIAL USE 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: n/a 

Previous Classification: LIMITED OFFICIAL USE 

Previous Handling Restrictions: n/a 

Reference: 76 STATE 297546 

Review Action: RELEASED, APPROVED 

Review Authority: morefirh 

Review Comment: n/a 

Review Content Flags: 

Review Date: 16 MAR 2004 
Review Event: 

Review Exemptions: n/a 

Review History: RELEASED <16 MAR 2004 by GarlanWA>; APPROVED <06 APR 2004 by morefirh> 

Review Markings: 

Margaret P. Grafeld 
Declassified/Released 
US Department of State 
EO Systematic Review 
04 MAY 2006 


Review Media Identifier: 

Review Referrals: n/a 
Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
Secure: OPEN 
Status: NATIVE 

Subject: CLASSIFICATION CHANGE AND ADDITION OF INTELLIGENCE CONTROL MARKINGS 
TAGS: PINR, CVIS, AINF 
To: ALL POSTS 
Type: TE 
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